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Abstract 

Firewalls play a vital role in the present day society.  They not only protect the networks from 

various threats but also play a key role in improving traffic efficiency. One of the major 
deficiencies in using them is delay in network speed due to the various filtrations applied by 

them.  Improvement in traffic speed is a major necessity.  Modification in the existing firewall is 

very complicated and needs a lot of expertise and years of experimentation. This paper shows an 
experimental analysis of improving firewall traffic by doing some simple modifications to the 

existing system. 
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1. Introduction 

Network threats are on their all-time height and upgradation of firewalls is an ongoing process. 

There can never be a saturation point to this as novel threats always persist. New research and 
approaches need to be done for facing the threats constantly. Updated methods need to be applied 

from time to time.  Moreover, hackers and attackers are also equipped with high technical 
capabilities and information and are capable of carrying typical attacks which are difficult to 

defend.  Therefore, innovation in this field is a necessity to keep ahead. 

Though there are many proven methods of security, but none can assure complete security.  By 
going through the work done in this field, it has been observed that one of the best methods of 

securing a network firewall.  In this paper a few modifications were carried out and results were 

analyzed in Network Simulator software so that by doing simple modifications better efficiency 
can be achieved. 

 

2. Objective of the study 

The main objective of the study is to find various options and approaches for bypassing some of 

the filtration safely and reducing the traffic by doing customization and to analyze the 
experimental results by implementing the improvements 

By studying the various firewall, it has been found that security and speed of networks play a 

vital role. It has been found that though a lot of work has been done on the firewall.  It needs 
implementation of various concepts on a working firewall with its own principals.  There is a lot 

of difficulty in making modifications in the current firewall and any improvement needs a lot of 

painful effort as well as many resources. 

This present work shows improvements in the performance and security by attaching a Bastion 

host before firewall to reduce threats reaching it.  Since this is an external attachment, therefore 

no modification need to be done in the current firewall principles which result in a cost effective 
solution.  Due to such an arrangement greater security can also be provided to the firewall which 

protects it from direct attacks such as Denial of Service and many more. 
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3. Methodology 

3.1 Normal Arrangement of a Firewall 

As per the problem identified it is quite clear that there is a constant requirement of upgradation 

in the present system and various techniques need to be applied. The normal and the modified 
arrangements of the firewall are explained here. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Figure 1 Normal Arrangement of a Firewall  

 
A normal firewall is placed in between a Local Area Network or Intranet and public area network 

which is a Wide Area Network.  All the packets flowing through the firewall either from intranet 

to internet or vice versa are checked for any threats and if such threats are suspected then the 
packet are dropped for security reasons.  For allowing any packets in the firewall, the rules 

specified in it should accept the same and any exceptions should be specified in the rule list. 

 

3.2 Modified Arrangement of a Firewall 

The modification which is done at the firewall is the Deployment of Bastion host or 

deployment of Random Early Detection which will increase the security and efficiency 

of the firewall. This can be accomplished using a Bastion Host as an external DNS server 

or as a proxy server. 

 

In the above arrangement the traffic instead of coming directly to the firewall can be 

made to pass through Bastion Host first which can directly suspend or redirect 20% of 

the traffic by using some of the standard methods.  Redirecting include reverting the 

traffic directly to internal DNS server instead of passing through firewall thus improving 

its efficiency. The arrangement can be seen in figure 2 below. 
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Figure 2 Modified Arrangement of a Firewall 

 
 

3.3 Analysis of data for the above models using NS2 

The above methods show that by the deployment of a bastion host or an RED 20-25% of the 

packets are bypassed (using a Bastion Host) or rejected at an earlier stage (using RED) or 
bypassed by the firewall thus improving the firewall efficiency.  This has been simulated in NS2.  

 

Arrangements in the below scenario are (Figure 3): 

• Node 0 and Node 1 are the traffic generators for internet.   

• Node 2 is acting as a firewall. 

• Node 3 and node 4 are acting as internal networks. 
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Figure 3 Simulation in NS2 showing the node position in network 
 

Figure 4 Output generating a severe drop at node 2 in TCP packets. 
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Figure 5 Output generated a severe drop at node 2 in UDP packets. 
 

3.4 Simulation Parameters 

Simulation parameters used were, total number of nodes five, access-link bandwidth – $ns 

duplex-link $n0 $n2 2Mb 10ms DropTail, $ns duplex-link $n1 $n2 2Mb 10ms DropTail, $ns 

duplex-link $n2 $n3 1.7Mb 20ms DropTail, $ns duplex-link $n3 $n4 1.7Mb 20ms DropTail, 
Packet type : CBR, FTP, Schedule Events for CBR & FTP 

 

The timing of the process was as below: 

o $ns at 0.1 "$cbr start" 

o $ns at 0.5 "$cbr start" 

o $ns at 1.0 "$ftp start" 

o $ns at 49.0 "$ftp stop" 

o $ns at 49.0 "$cbr stop" 

o $ns at 49.5 "$cbr stop" 

o Minimum Packet Size : 40 

o Maximum Packet Size : 1040 
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4. Result & Discussion 

 
Comparison of charts obtained in NS2 as Figure 6 and 7 before and after deployment of 

RED shows that deployment of RED has smoothened the traffic flow significantly. 
 

 

 

 

 

 

Figure 6 Throughput of sending packets before deployment of Bastion Host/RED 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7 Throughput of sending packets after deployment of Bastion Host or RED. 
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Comparison of charts obtained in NS2 as Figure 8 and 9 before and after deployment of 

RED shows that deployment of RED shows a significant drop in the irregularity of 

forwarding packets. 
 

o  

Figure 8 Throughput of forwarding packets when firewall is used directly 

 

o  

o Figure 9 Throughput of forwarding packets after deployment of Bastion Host 

or RED 
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Comparison of charts obtained in NS2 as Figure 10 and 11 before and after deployment 

of RED shows that deployment of RED shows a significant drop in the irregularity of 

forwarding packets. 

 

Figure 10  Throughput of dropping packets when firewall is used directly 

Figure 11 Throughput of dropping packets after deployment of Bastion Host or RED 
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Comparison of charts obtained in NS2 as Figure 12 and 13 before and after deployment 

of RED shows that deployment of RED has reduced the packet drop significantly and 

also the packet drop is smoother as compared to the previous arrangement. 

 

o  

o Figure 12 No. of generated packets at all nodes when firewall is used directly 

o  

Figure 13 No. of generated packets at all nodes when firewall is used with Bastion Host or 

RED 
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Figure 14  Smooth flow of data after implementation of Bastion Host or RED 

 

6. Conclusion  

Thus it can be concluded that the above work proposes a firewall with an enhancement 

so as to improve its efficiency and security.  The first method was using a Bastion server 

for security management.  In the next part, use of RED for improving firewall efficiency 

was discussed. This model rejects the traffic which is unwanted at an initial (early) stage 

and thus improves the performance of the firewall.  This model is also very useful for 

traffics of high rejection rates. 
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