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Abstract

Information Security is @ major concern in today's modern era. Almost all the communicating bodies want the
security, confidentiality and integrity of their personal data. But this security goal cannot be achieved easily
when we are using an open network like Internet. Steganography provides one of the best solutions to this
problem. Image steganography is the art of hiding information into a cover image. in the recent past some
steganography techniques by combining least significant bit (LSB) substitution and pixel value differencing
(PVD) have been proposed to improve upon the hiding capacity and peak signal-to-noise ratio (PSNR). In this
paper proposes a steganographic technique by using both LSB substitution and PVD with in a block. The image
is partitioned into 2x2 pixel blocks in a non-overlapping fashion. For every 2x2 pixel block the upper-left pixel
is embedded with k-bits of data using LSB substitution. Many noticeable hiding strategies proposed by
researchers are presented here, but more research is required with the objectives of achieving high embedding
payload. In this paper we bring some of the technique for it.
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Introduction

Steganography is the science that involves communicating secret data in an appropriate multimedia carrier, e.g.,
image, audio, and video files. It comes under the assumption that if the feature is visible, the point of attack is
evident, thus the goal here is always to conceal the very existence of the embedded data. Steganography has
various useful applications. However, like any other science it can be used for ill intentions. It has been
propelled to the forefront of current security techniques by the remarkable growth in computational power, the
increase in security awareness by, e.g., individuals, groups, agencies, government and through intellectual
pursuit. Steganography's ultimate objectives, which are undetectability, robustness (resistance to various image
processing methods and compression) and capacity of the hidden data, are the main factors that separate it from
related techniques such as watermarking and cryptography. This paper provides a state-of-the-art review and
analysis of the different existing methods of steganography along with some common standards and guidelines
drawn from the literature. This paper concludes with some recommendations and advocates for the object-
oriented embedding mechanism. Steganalysis, which is the science of attacking steganography, is not the focus
of this survey but nonetheless will be briefly discussed. Steganography is a Greek origin word meaning
"Concealed Writing". It can be considered as a way to hide secret information in cover image pixels such that it
cannot be detected by Human Visual System (HVS) and nobody know about its existence without the intended

sender and receiver. Steganography requires three main components named as carrier object, secret data and
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steganographic algorithm. Sometimes a secret key and cryptographic algorithm is also required in order to
increase the security levels and introduce multiple barriers in the way of an attacker.

Steganography can be used for many useful applications like online voting security, secure transmission of top-
secret data between national and international governments, online banking security, military and intelligent
agencies security and safe circulation of secret documents among defense organizations. On the other hand,
Steganography is also very nefarious; it is used by terrorists and criminals for their secure communication and
sending viruses and Trojan horses to compromise machines.

Types of Steganography with respect to Carrier Object There are five different types of steganography
based on the carrier object that is used for embedding the secret information. The carrier object may be

images, text, videos, audios or network protocol packets. If the image is used as a carrier, it is called

image steganography. Similarly if video is used for hiding secret messages, we call it video steganography and
so on. The diagrammatic representation of different types of steganography is shown in Fig. 1.The types of
steganography are:

a. Audio Steganography

b. Image Steganography

c. Video Steganography

d. Text Steganography

e. Network Steganography

STEGANOGRAPHY

Fig.1:- Types of Steganography with respect to carrier object
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Spatial Domain Techniques

In spatial domain techniques, the carrier object (image, video etc) pixels are directly changed in order

to hide secret data inside it. These techniques have high payload and bring minor changes in the carrier object
but are vulnerable to even simple statistical attacks like cropping, scaling, rotating, compression etc. Some of
the techniques that belong to spatial domain are:

a. Least Significant Bit (LSB)

b. Gray-Level Modification (GLM)

c. Pixel Value Differencing (PVD)

d. Edges based Embedding (EBE)

REVIEW OF LITERATURE

A novel reversible data hiding scheme in encrypted image. The content owner encrypts the original image with
the encryption key to achieve privacy protection for image content, and then, each block of the encrypted image
is embedded with one secret bit by the data hider using the data-hiding key. Through the elaborate selection for
partial pixels to be flipped, data hiding process only conducts slighter modifications to each block, which leads
to significant improvement of visual quality for the decrypted image. Experimental results demonstrate the
effectiveness of the proposed scheme. An effective reversible data hiding scheme with privacy protection
capability for image content is proposed. During data embedding, the data hider has no idea about the principle
image content since the content owner first encrypts the original image with the encryption key before
submitting it to the data hider. The data hider only modifies the 3 LSB layers of some elaborately selected pixels
in the encrypted image according to the secret bits for embedding, and the number of the modified pixels is
fewer than half of the total image pixel number. Through the encryption key, the receiver can obtain the
decrypted, marked image that is visually similar to the original image .The embedded secret bits can be correctly
extracted and the original image can be reversibly recovered by the data-hiding key. Thus, the privacy of image
content for the content owner is protected, and the operation of reversible data hiding can also be achieved. The
experimental results show that, compared with the reported schemes, our scheme has better visual quality of the
decrypted image and higher accuracy of secret extraction and image recovery. Therefore, how to parse the
compressed stream of the image and make the encrypted bit stream have the compatible structure with the
original is important. Also, how to exploit suitable positions in the encrypted JPEG/JPEG2000 bit stream for
reversible data embedding deserves in-depth investigations.[6]

A novel method to embed a series of ternary secret data into a cover image based on an improved Least-
Significant-Bit (LSB) scheme using the modulo three strategy. Our new method can hide two ternary numbers
into each grayscale pixel, normally only modify the two LSBs of the pixel, while it may cause
overflow/underflow and a carry/borrow. We solve these problems by adding 1 to the pixel or subtracting 1 from
the pixel before embedding. Extensive experimental results indicated that our new method is capable of getting
a higher PSNR than traditional LSB scheme when the embedding capacity is greater than 3 bpp, and it has
higher resistance ability against the chosen steganalysis algorithm when the embedding capacity is low. a novel
steganography method that is suitable for a ternary number system and achieves high embedding payload with
capacity greater than 3bpp. When the embedding capacity is low, our method does not perform better than the

traditional LSB scheme, but our proposed scheme is less detectable against the modern detector SPAM.[7]
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When the embedding capacity is greater than 3bpp, our method performs much better than the traditional LSB
scheme. The experimental results confirmed that the proposed method is outstanding in achieving a high PSNR
when the embedding payload is high, i.e., we present are versible data hiding (RDH) algorithm for color image.
The traditional RDH technique regarding color image embeds data into each color Channel independently.
Considering that the color channels correlate with each other, we propose a RDH algorithm based on prediction-
error expansion that can enhance the Prediction accuracy in one color channel through exploiting the edge
information from Another channel. Extensive experimental results demonstrate that the Proposed algorithm out
performs the traditional RDH methods independently embedding data into each channel. a PEE-based RDH
algorithm specially designed for color image. This work is based on an observation that the three color channels
have similar edge distribution, though their values are not obviously close to each other. With the edge
information obtained from another channel, we can adopt a more suitable prediction method for the current
channel. So our most important contribution is improving the prediction accuracy through exploiting the
correlation between color channels. In addition, we also improve the traditional sorting strategy through taking
the overflow/underflow problem into consideration. Experimental results demonstrate that the proposed
algorithm obviously outperforms the traditional methods that independently hide data into each channel. Finally,
we point out that because the PEE and histogram shifting are used in our proposed RDH algorithm, it is hard to
escape from steganalysis. In our future work, we will try to improve the efficiency and security of the RDH

algorithm.[8]

A new fragile watermarking scheme with high-quality recovery capability based on overlapping embedding
strategy. The block-wise mechanism for tampering localization and the pixel- wise mechanism for content
recovery are collaborated in the proposed scheme. With the assist of inter- leaving operation, reference bits are
derived from mean value of each overlapping block, and then are dispersedly embedded into 1 LSB or 2 LSB
layers of the image, corresponding to horizontal-vertical mode and diagonal mode, respectively. Authentication
bits are hidden into adaptive LSB layers of the central pixel for each block according to block complexity. The
proposed scheme can achieve better quality of recovered image compared with some of state-of-the-art schemes.
The overlapping block-wise mechanism for tampering detection and the pixel-wise mechanism for content
recovery are proposed. Reference bits are derived from the mean value of each overlapping block through the
information interleaving, and dispersedly hidden into the 1 or 2 LSB according to two different embedding
modes. Authentication bits are embedded into the center pixel in each overlapping block, and the embedding
capacity is determined by the complexity of the block. After detecting tampered blocks and reconstructing
mean-value bits, according to the locations of the tampered pixels in each overlapping block, three
corresponding manners of pixel-wise recovery are utilized to recover the pixels with the assist of different
neighboring, over- lapping blocks, Compared with some reported schemes, the proposed scheme can achieve

superior performance of tampering recovery even for larger tampering rates. [9]

PROPOSED METHOD

In this paper, a more secure steganographic technique is presented which hides secret data in the LSBs of cover
image pixels in a randomized cyclic manner. The order in which secret bits are embedded in cover image pixels'
planes is RED, GREEN, BLUE, RED, GREEN, and BLUE and so on. This randomized and cyclic approach

increases the robustness of the proposed algorithm and randomly disperses the secret data inside the cover
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image pixels. Due to this reason it is difficult for a malicious user to extract the original secret data from the
stego image.
Embedding Algorithm
Input: Color Image and secret data
Output: Stego Image
Step 1: Take the cover color image and secret data.
Step 2: Separate the RED, GREEN and BLUE planes from the cover image.
Step 3: Convert secret data into 1-D array of bits.
Step 4: Set channelFlag = 1 initially (channelFlag determines the channel for embedding).
Step 5: If channelFlag = 1
Replace the LSB of RED channel with secret bit Else if channelFlag = 2
Replace the LSB of GREEN channel with secret bit Else if channelFlag = 3
Replace the LSB of BLUE channel with secret bit End
Step 6: Increment channelFlag by 1.
Step 7: If channelFlag = 3
Set channelFlag = 1;
End
Step 8: Repeat Step 5 to Step 7 until all secret data bits are embedded.
Step 9: Combine all three planes to form the resultant stego image.
CONCLUSIONS
Using three different directional edges can hide more secret data into the cover image than the PVD method.
Also, we have presented an optimal selection approach for the reference point with adaptive rules to reduce the
quality distortion of the stego-image. Experiment results demonstrate that the secret data embedded in the
stegoimage is imperceptible for human vision while compared with the cover image. A steganographic
technique based on LSB substitution and three directional PVD in 2x2 pixel blocks is proposed. There are two
variants of this proposed technique. The extraction process is very simple and does not require the original cover
image. This technique can be further extended to 3x3 pixel blocks. Still a lot of research is needed for this topic

and future researcher may bring some new technique.
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