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Abstract 

The capability of connecting things and capturing useful data is transforming 
organizations in every industry and opening doors for new career specializations. IoT is 
an emerging technology which provides ubiquitous connectivity among different things in 
world. IoT incorporates large number of end systems reliably and efficiently providing 
open access to selected data for digital services. The pervasiveness of IoT network eases 
our daily activities and improves the communication between world and human beings. 
Security and privacy issues in IoT had a lot of attention in the research community and 
addressed at different levels. IoT network security is a more challenging feature than 
traditional network security because there is a wider range of sensor (device) capabilities, 
standards, and communication protocols. The diversity of environments and lack of 
standards have left the IoT exposed to security and privacy threats. Although these types 
of systems entail high potential for scalability and flexibility, they are not free from the 
risk to security problems. This paper main objective is to give clear understanding of 
fundamental concepts of security in IoT network. 
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1. Introduction 

Many researchers have implemented wide variety of IoT security mechanisms and 
provided prominent security to IoT network. The IoT is the network of things embedded 
with sensors, where connections through the network will enable these objects to collect 
and exchange data. IoT term referred as inter-connection among different objects for 
create self-configuring wireless network. It allows people and things to be connected 
anytime, anyplace, and anywhere [1]. Achieving security in IoT is very crucial concept. 
Now-a-days information in whole world will be sent fully depend on internet. So, 
providing security in IoT is very important. IoT security means developing and providing 
novel security solutions. 

 IoT security is the area of endeavor concerning with safeguarding connected devices 
and networks in the IoT. It involves with the increasing prevalence of objects and things. 
In Iot each thing is uniquely identify through its embedded computing system. The 
pervasiveness of IoT eases everyday activities, enriches the services with the 
surroundings. IoT is defined by Oxford dictionary as “ A proposed development of the 
internet in which everyday object have network connectivity, allowing them to send and 
receive data” [2]. Mobile phones and similar devices will act as remote control to objects 
in the world and usually called as IoT.   

The IoT allows things to be sensed and controlled remotely. Also, direct integration 
between the physical system and computer-based systems will be more implemented, 
which results in improving efficiency, accuracy, and economic benefit. Now-a-days 
communication among thing is spreading through internet by using GPS or GSM 
technology. 
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Fig.1 System model of IoT 
 

GPS receivers, java enabled devices used to provide security in IoT network. It is 
possible an intruder easily attack on data.  So, secure communication of the digital 
information is very important among things of internet. There are several principals of 
security are authentication, authorization, confidentiality, integrity, non repudiation, 
availability and access control. We can provide security to IoT using two types of 
algorithms symmetric and asymmetric in cryptography. In symmetric algorithm, single 
key for encryption and decryption e.g. DES, 2DES, 3DES, IDEA, RC4, and RC5. In 
asymmetric algorithm, two keys are used one is for encryption and other s for decryption 
e.g. RSA, and DSA. Until now, several IoT frameworks have been developed to give 
better services to IoT users worldwide so that to launch and deploy these applications in 
variety applications [3]. Protection of data has been an issue ever since the first two 
computers were connected to each other. So in internet, while exchanging information 
from one system to another (whether it may be financial transaction or personal 
information ) providing security is very important. 
 

1.1. Security requirements and security challenges 

IoT brings more and more systems together under the umbrella of network 
connectivity. So achieving security in IoT is important concept. There is a plethora of IoT 
standards and protocols to provide security for IoT users. Many of  IoT devices lack basic 
Security requirements. With various equivalent technologies such as mobile networks, 
traditional internet, sensor networks [4] etc, the term “internet” is extended by IoT. There 
are lots of issues regarding their wide implementation and no significant solutions to new 
threats [5].  
 Interoperability: the functionality of various interconnected devices should not be 

prevented by relevant security solutions in IoT network system. 
 Resource constraints: we are not able to apply some security measures such as 

public key encryption algorithm and frequency hopping communication because 
many of the nodes in IoT architecture lack in power, storage capacity, bandwidth and 
the CPU (Central Processing Unit) which makes the setup of security system very 
complicated. 

 Privacy protection: as there are so many RFID systems that have some sort of 
appropriate authentication mechanism with which anybody can follow tags and find 
the host identity. Intruders not only just read data, but also modify or delete the data. 

 Data volumes: some IoT applications make use of communication channels briefly 
and infrequently but there are lot of IoT systems that have potentials to occupy huge 
amount of data on servers they are logistics, sensor-based and large size system. 

 Scalability:  large number of nodes is there in IoT network. So, a scalability security 
mechanism should be proposed on IoT. 

 Authenticity: illegal users are not allowed to access the sensitive information of 
system. 
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 Authorization: the rights to the components of devices and its applications must be 
limited so that they can only access the resources needed by them to perform their 
tasks. 

 Confidentiality:  transmission of information among the nodes must be protected 
from impostor. 

 Integrity: Tampering of related data must not be allowed. 
 Automatic control: for configuration and adaptations in traditional computers to 

different application areas and in different communication situation users are 
required. 
 

However, connection establishment of devices in IoT network must be spontaneous 
and can configure themselves to get used to the operating platform. Some techniques and 
mechanisms are involved for this kind of control self-management, self-configuring, self-
healing, self-protecting, and self-optimizing. 

Developing applications for the IoT network is a challenging task because of several 
reasons [6].“Things” in the IoT world consists of wide variety of devices. These devices 
collect required information among other devices.  So, providing security in the IoT 
network is compulsory. 
 

 
Fig.2 Security concept for IoT 

 

1.2 IoT Technologies 

According Forrester analysis, six technologies have been available for IoT security is: 
 

 IoT network Security 
 IoT authentication 
 IoT encryption 
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 IoT PKI 
 IoT security analytics 
 IoT API security 

 
Fig.3 Security system model of IoT 

 

in IoT, security is inseparable from safety. Finally, the confidentiality of data has been 
always remains a primary concern controls such as VPN (Virtual Private Networks) or 
physical media encryption such as 802.11i (WPA2) or 802.1ae (MAC sec). Have 
developed to ensure the security in exchanging of data. 

 

1.3 IoT architecture and simple taxonomy  
 

 
Fig.4 Basic architecture of IoT 

 
  IoT system architecture mainly classified as physical sensing layer, IoT middleware, 

application layer. The physical sensing layer contains devices which make use of sensors 
to gather real world information. The middleware layer provides and manages the 
communication between real word data (by sensor devices) and the application layer. The 
application layer maps onto applications that can be used by the consumer to send 
commands to real word over the internet. 
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Fig.5 IoT System taxonomy 

 
1.4 The end-to-end security solution 

Security [7] at both the device and network levels is critical to the operation of IoT. 
The same intelligence that enables devices to perform their tasks must also enable them to 
recognize and counteract threats [8]. Fortunately, this does not require a revolutionary 
approach, but rather an evolution of measures that have proven successful in IT networks, 
adapted to the challenges of IoT and to the constraints of connected devices . Instead of 
searching for a solution that does not yet exist, or proposing a revolutionary approach to 
security, Wind River is focusing on delivering the current state-of-the-art IT security 
controls, optimized for the new and extremely complex embedded applications driving 
the Internet of Things. 

 
Fig.6 IoT value chain 

 
 

2. Related Work 

IoT platforms evolved from two different directions. On Friday 21 October, unknown 
hackers used Internet of Things (IoT) devices to launch three Distributed Denial of 
Service, or DDoS attacks on Dyn. Dyn is a company that provides internet services, 
among them a Domain Name Service (DNS). A DNS services is like a telephone 
directory for the internet, it translates the web address that you search for, such as 
www.ibm.com into the IP address used by the internet – for IBM that’s 9.87.12.1.  

Using the telephone directory example, without the DNS, it’s impossible to find the 
number for the person you want to contact. The press was quick to report the attack 
calling out the exploitation of IoT devices, such as the NY Times and the BBC News. A 
DDoS attack uses multiple computers and Internet connections to flood a targeted 
resource, making it very difficult and sometimes impossible for the target to operate. Dyn 
estimates that 10’s of millions of IP addresses were involved. The attackers impacted 
many well-known websites using an unknown number of IP addresses that belonged to 
IoT devices.  

The IoT devices were thought to be low-end, inexpensive devices with user names 
and/or passwords that were easy to guess but couldn’t be changed by the user, making 
them highly vulnerable to attack. The invention of IoT by using the new version of IP 
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address (IPv6), which goes beyond the limitations of IPv4, will change the world of 
Internet by providing the connectivity for an enormous number of smart connected 
devices near to 70 billion, or even more. Flourishing this technology has been called as 
the Second Economy or the Industrial Internet revolution. 

 Al-Faqaha et al. [9] surveyed the IoT and mentioned various IoT architectures with 
communication technologies. Derhamy et al.[10] presented a number of IoT commercial 
frameworks and provided a comparative analysis based on hardware requirements, 
supported protocols, and usage in industry. In [11] the journal authors surveyed the 
security and privacy issues in IoT, in four different perspectives. First, they highlighted on 
the limitations of applying security in IoT devices. Second, they summarize the 
classification of IoT attacks, third, they focus on the mechanisms and architectures 
designed and implemented for authorization and authentication purposes. Last, they 
analyze the security issues at different layers.  

Authors in [12] reviewed the challenges and approaches proposed to overcome the 
security issues of the IoT middleware.  September 2015: McAfee created a new 
Automotive Security Review Board (ASRB). August 2015: Symantec announced that it is 
securing 1 billion IoT devices. July 2015: Symantec and Frost Data Capital work together 
to fund early stage startups in big data and IoT security. May 2015: Google is offering a 
lightweight OS for IoT devices. In [13] author presented a structured review of available 
middleware and handling these middleware security features. In [14] author explained 
Network security devices, such as firewalls and network guards, will be essential to meet 
security requirements. Security will be in tension with usability, privacy, and devices 
contained resources. 

 

3. Methods 
 
3.1 IoT Framework 
 

The success of achieving security in IoT network mainly depends on the ecosystem 
characteristics of the IoT network frameworks. The appropriate infrastructure could be a 
hybrid compute and store mechanisms like cloud stack and Big Data technologies. With 
using IoT revolutionizing technology, proprietary platforms are essential for achieving 
proper customization and interconnectedness. 

 
 AWS (Amazon Web Services) framework from amazon: 

It is a cloud platform for the interne of things released by Amazon. This aims at 
smart devices easily connect and securely interact with the AWS cloud and other 
connected devices. AWS allows applications to communicate with other device in 
offline mode also. The AWS consists of four major components: the device 
gateway, the rules engine, the registry, and the device shadow. 
 

 ARM mbed framework from ARM:  

It is a platform to develop IoT applications based on ARM microcontrollers. It 
aims to provide connected, and scalable secure environment for IoT devices by 
integrating mbed cloud, mbed OS, mbed device controller, and mbed tools and 
services. It supports the most important communication protocols for connecting 
devices with each other and with the cloud by automatic power management. 
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 Azure IoT suite from Microsoft: 

It is a platform composes of a set of services to interact with users. It 
addresses the challenge of having a full-featured IoT framework as a combination 
of three different sub-problems: scaling, telemetry patterns, and big data. It 
supports a variety of programming languages and wide range of hardware 
devices. Its hub has an identity registry for holding the identity and authentication 
related information of each device with supporting communication over AMQPs, 
MQTT, and HTTP protocols. 
 

 Brillo/Weave from google: 

It is used for the rapid implementation of IoT applications. Brillo is light weight 
embedded OS and fully implemented in C/C++ programming languages. The 
main function of a Weave is to register a device over the cloud and send or 
receive remote commands. These two are mainly targeting smart homes and 
expanding to support general IoT devices. Weave adds a key feature to the users 
experience through the capability to connect to devices directly via the cloud.  

 

 Calvin from Ericsson: 

It is an open source IoT platform designed for building and managing 
distributed applications that enable devices talk to each other. It is framework that 
applies FBP (Flow Based Computing) paradigm methodologies over the well-
defined actor model. Proxy actors is one of the important features that calvin 
brings to the users. These help in integrating different systems as one system by 
controlling communication. 

 

 Homekit from apple: 

It is a dedicated platform to home connected IoT devices. It is managing and 
controlling connected accessories in a user home by enabling interactions via 
smart apps. Furthermore, users can create actions and trigger their IoT devices. 

 
 

 Kura from eclipse:  

It aims to provide a java based framework for IoT gateways. It offers a platform 
for managing the interactions between the local network physical IoT devices and 
public internet. 

 

 Smart things from Samsung : 

It is dedicated to smart homes, where developers can implement applications 
that let users manage and control their home appliances via smart phones. 

 

4. Conclusion 

IoT is rapidly increasing; rising technology that has attaining a 
considerable amount of the attention and the attention has shifted from 
proposing single IoT element in order to identify frameworks supporting the 
standard IoT suites. This paper gives clear picture about IoT fundamental 
frameworks. Here, we also give important security requirements and 
architecture of IoT. 
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