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Abstract 

In modern days, Internet technology growing exponentially day by day. From past few 
years, online business comes in trend and grow rapidly. Nowadays E-Commerce system is 
used by so many people and it provides the availability of the best resources to the users 
at their place and overwhelmed by the customer. With the rapid growth of E-Commerce 
system, there is a security issue in this process. In this research article, the authors 
address the popular security issue with the E-Commerce, also address the Core 
characteristics of E-Commerce security and a possible way of providing the security for 
E-Commerce Transaction. 
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1. Introduction 
       
In this modern era, people always prefer the situation where things are ease-of-access. 
Due to the development of Internet technology E-Commerce came in existence and 
progress significantly in the past few years. E-commerce change the way of business, In 
E-Commerce people purchase and sell items over the Internet. Day by day E-Commerce 
is increasing exponentially and with its development, the interaction between the 
companies and department is increasing or we can say that it is a type of Customer to 
Customer (C2C) business model. For the banking industry E-Commerce provide the great 
opportunity. For example, online banking allows the customer to access their bank details 
from home, transfer fund and pay the bill etc. E-Commerce improved the market 
efficiency by the low cost and time management. IBM has defined it as “the 
transformation of key business processes through the use of Internet technologies”. E-
Commerce is a trade over the Internet but one of the problems or issue with E-Commerce 
is Security, Especially in case of e-payment. For a reliable E-Commerce system security 
issue must be resolved. 
 
      Security measures involve the hardware, software, and users. A good security system 
must need to focus on physical security, human security, protection from the disaster and 
some legal implication along with hardware and software. For E-Commerce system, the 
designer must address all the security concern for providing better service like a good 
network, in which security service depends on the encryption rule of that particular 
country. Eavesdropping, Snooping, Interception, Replay Attacks, Back-door Attacks, 
Denial-of-Service attacks, Man-In-middle attacks are some possible type of attack in the 
E-commerce system.  
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     One of primary concern with E-Commerce system is security. The security in E-
Commerce is important for both the customer and service providers’ perspective. The 
main key issue regarding the security concern in E-Commerce is security for the 
transaction.  
  Session Security Management in E-Commerce System is discussed by Bing XU 
and Shiyi XIE [1], in this research article the authors discussed the web service session 
security and session management and come up with the solution.  It is based on WS-
Security and WS-Conversation. Peer-to-Peer (P2P) E-Commerce gives the flexibility and 
convenience to E-business but one of the problems with this is security threat of business 
activity, for resolving the issue a new trust model of P2P e-commerce, which is based on 
voting agreement discussed by WANG Yu et. al. [2], a new trust model work according to 
the recommendation of peers and two-side trading experience.  
 
  An aspect-oriented approach to separating security and application concern at 
architecture level is proposed by [3]. E-Commerce security based on cryptography is 
proposed by Shazia Yasin et. al. [4], and the purpose of the paper is to describe the 
importance of security in E-Commerce based on secure E-Commerce protocol, digital 
signature, certificate-based cryptography, and public key infrastructure. Elliptic curve 
cryptography based E-commerce security approach is proposed by Khaleel Ahmad and 
md Shoaib alam [5]. A conceptual Risk management framework for E-Commerce is 
proposed by Wu Yanyan [6]. 
 

 

Figure 1.   Illustration of general E-Commerce process [7]. 

The further Section of the Paper is described as Section 2 is about the security issue in E-
commerce, Section 3 is about the core characteristic of e-commerce security, Section 4 
address the security feature in E-Commerce transaction and finally section 5 is about the 
conclusion. 
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2. E-Commerce Security Issue 

 For concerns about the security for E-Commerce, there must need some safety protocol 
for e-commerce transaction and it is important for protecting the companies and customer 
from threats like the fraud using credit and debit card etc and ensure safe payment 
processing.  

  One of the most important and crucial features for electronic commerce is Cyber-
security and if there is no proper protocol design there always be a chance of payment risk 
and due to this risk one out of five small business retailers fall victim and out of those due 
to this approx 60 to 65 percent close within some time.  

  Apart from the hacking, accepting the fraudulent payment is an also a serious 
problem. When we talk about the E-Commerce security, it is a set of protocol which 
provides safety for E-Commerce transaction. Some of the important security issue with E-
Commerce address here and the brief description as follows [8]: 

 

I) Eavesdropping:  In such case the private communication network can be attacked 
by an unauthorized user. It can be done in the telephone line, emails, cellular 
network or in another private instant messaging. In case of a network, 
eavesdropping attack is focused on capture the small packets present in that 
message. One simple way of preventing the network-based eavesdropping is 
used https instead of HTTP. 

 

II)  Illegal Access: One of the problems with the online system of an E-commerce 
system is Illegal Access of the System it is generally misusing the device 
without having a right to access. 

 

III)   Mutual Authentication: In Mutual authentication process before any type of 
communication the authentication must require from both the parties at a same 
time. There are two types of mutual authentication one is certificate based and 
the other one is user-name and password based. For secure communication 
and e-business the mutual authentication must be needed. If we consider the 
network environment case here needed an authentication of the server from the 
client and vice-versa and it is helpful for the minimizing the e-commerce 
online fraud. Some web-based mutual authentication is done using Transport 
Layer Security (TLS) protocol. 

 

IV)   Reply Attack: Sometime this type of attack known as playback attack, it is a type 
of network attack where data is repeated by fraud. In a real-world scenario like 
text-dependent speaker verification, this type of attack found. One time 
password for the particular transaction is a good method for prevention from 
Reply Attack in an E-Commerce system. 

 

V)   Uncertain Identity: In this scenario the attackers steal the identity of the 
authorized user after that actively participate and get the benefit. 
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VI)   Phishing Attacks: This is the common method through which the hackers or 
attacker act as a trusted entity and get the login credentials or the credit card 
information and harm the user financially. 

 

VII)   Credit Card Fraud: When we used the E-Commerce sites for shopping there 
might be a possibility of several intrusion points for attackers to get the users 
confidential information. A common type of possible Fraud done by hackers 
or attackers using ATM withdrawal or through E-Commerce transaction. 

3. E-Commerce Security Core Characteristics 
  
 As security is more important in E-Commerce system there are some core 

characteristics like Integrity, Authentication, confidentiality, Availability, controllable, 
Non-repudiation briefly described here: 

 
I) Integrity: From unauthorized prevention and exchangeability E-Commerce 

transaction require all information. Integrity means the information received 
by the receiver is same as it sends by the sender and conclude that the there is 
no damage in the sending information [9]. 
 

II) Authentication: Before prior communication or trade start online in case of E-
Commerce authentication of sender and receiver must require and it prevent 
from the different possible attacks. For the implementation of the 
authentication process digital signature is one of the key methods [10]. 
 

III)  Confidentiality: For protecting the transaction from unauthorized reading 
confidentiality must require and it can be achieved by some encryption 
technique. when we talk in terms of E-Commerce confidentiality ensure that 
the information obtain from users is only use for intended purpose and for 
that purpose most of e-commerce website have the terms and conditions 
which is agreed by the customer at the time of registration [11].  

 
IV)   Availability: It is one of the important characteristics of E-Commerce which 

ensures the effectiveness and efficiency of E-Commerce. It provides easy 
access to users and ensures stable service to the user. It can be affected by a 
denial of service attack and reduce the performance of normal computer 
processing [11]. 

 
V)  Controllable:  In an E-Commerce system, it must ensure that the system is out of 

the access of unauthorized users and set some safety requirements. It ensures 
that only legitimate user used the system. 

 
VI)  Non-repudiation: It is a very important feature which needs to address during E-

Commerce service, especially during the payment process. It ensures that 
sender and receiver deny the already transmitted message one way to prevent 
by repetition of the old message is either through the session management for 
transaction or other which is commonly used now a day's which is One Time 
Password (OTP) [12]. 

 

4. Security in E-Commerce Transaction 
   
  In entire E-Commerce system the important step is payment of purchase and 
hence security in this case must require because any threat makes the retailer and the 
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customer in trouble of financial losses. Some of the safety measures for E-Commerce 
transaction is briefly discussed here: 
 

I) Secure Socket Layer (SSL): One of the important methods of securing the channel 
is Secure Socket Layer (SSL). It is based on the TCP/IP protocol. SSL provides 
the services like the authentication for the server, authentication for the client, 
encryption of data and most important is message integrity for TCP/IP. It is 
useful for the prevention from eavesdropping or forgery of the message when 
communication takes place between the two devices over the Internet.  
 Once the SSL certificate is used for communication the information 
which we send is unreadable to everyone except for the server to whom the 
information sent. It is very useful in case of online payment purpose because if 
there is not an SSL certificate anyone between the user and server can fetch the 
information like credit/debit card information, username, and password etc. 

 
II)  Secure Electronic Transaction (SET): During the transaction process through 

credit/debit card SET is required. Enabling the payment security, 
confidentiality for payment data and authentication of the cardholder and 
merchant, are the three primary objectives of SET. Because in the e-commerce 
system there are different vendors and platform and for all of them 
interoperability must require and it is ensured by SET.  

 

Figure 2.   Illustration of general E-Commerce process [14]. 

III) Encryption: It is a process of transfer the data from its present form to another 
form without changing its actual meaning and in technical term cipher text. The 
primary purpose of encryption is securely stored information, secure the 
transmission process. 

IV) Secure HTTP: It is a secure communication protocol for message transfer. It is 
used for sending the message securely where SSL is used for creating a secure 
connection between the two computers. S-HTTP is designed to provide 
security for HTTP (Hypertext transfer protocol). 

V) Digital Signature and Digital Certificate: It is a digital way of authenticating the 
document. It is a unique digital code for the person (for sender or receiver) and 
very easy for verification it is basically a hash function value of a message and 
the encryption is done using the private key of the document owner basically. 
On the other hand, the Digital Certificate is a document which is issued by the 
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trusted third party and the certificate contain the information like certificate 
serial number, expiration date, issuance date, digital signature certificate, and 
other authentic information. This certificate is signed using the private key of 
Certification Authority. The authenticity of the certificate can be confirmed 
using the public key of the Certification Authority. 

5. Conclusion 

 For buying and selling the items online E-Commerce is widely used and 
exponentially increasing from past few years and play an important role in online retail 
marketing. Security is one of the primary concerns in E-Commerce and it is very 
important for prevention from unauthorized access, destruction. For prevention from 
transaction against threats integrity, confidentiality and non-repudiation are important 
dimensions. Apart from this the current E-Commerce security issue related to other 
areas like the legal system, people's moral regulation, and other factors. The important 
applications are mentioned in the previous works [15]-[48]. In the future, E-commerce 
security for firewall and website with more secure protocols.  
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