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Abstract—Data Aggregation is a suitable technique to 

design an energy efficient Wireless Sensor Networks.The 

amount of data to be transmitted can be reduced by applying 

the Data aggregation algorithm. Moreover, it helps in 

reduction of the chance of data redundancy in design of 

Wireless Sensor computational Networks installed in hostile 

environment. In last decade,number of aggregation 

algorithms based on various techniques has been proposed. 

The most efficient data aggregation algorithms developed 

and published recently have been reviewedin this paper. The 

different categories of the data aggregation algorithms are 

structured, unstructured and hybrid. Since, the energy 

consumption of network is minimum with structured protocol, 

therefore, it can be used in static environments efficiently. 

Whereas, the Hybrid and Unstructured protocols can be used 

in dynamic approach. The paper also provides an 

introduction to in-network aggregation which help in 

reducing complexities of Wireless Sensor Networks. 
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Aggregation,Structured Protocol, In-network 
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I. INTRODUCTION 

A set of computational sensors in physical 

surroundings is known as Wireless Sensor Networks (WSN).  

These computational Sensors are having some limitations in 

terms of energy consumption, computing, Communication, 

storage capabilities etc. [6].The communication is considered 

to be most complicated and energy consuming process for 

any sensor node in WSN.A truthful solution for the aforesaid 

issue is less amount of data needed to be communicated.   

Commonly, a large number of extra computational nodes are 

installed to reduce the chances of packet loss during node 

failure [8]. A number of computational nodes among the 

extra nodes contain some redundant data which needed to be 

reduced using the aggregation techniques. These aggregation 

techniques are defined as Data Aggregation in which the 

internetwork processing is performed to collect data from 

various nodes [9]. The data is aggregated and forwarded to 

the designated station after collection from the various 

computational nodes.  

Now a day, the Wireless Sensor Networks are being 

installed in various environments, where confidentiality is a 

major concern. The aforesaid areas are Telemedicine, border 

surveillance, emergency alarms, patient monitoring system 

and many more. 

The existing computational nodes receive the 
packets and create a fixed size packet of its own. 
Aggregatequeries raise by the nodes for this purpose and the   
arithmetic operations (like SUM, MAX, etc.) perform by 
these Aggregate queries. The above mentioned solution is 
suitable for the small network only due to its energy 
consumption issues. Therefore, to optimize the energy 
consumption, the inter-network aggregation is applied to 
WSN. Then it is required to implement a better and efficient 
cosmopolitan algorithm in WSN for data aggregation. The 
algorithm need to fulfill the bellow mentioned requirement. 

 

1. An optimal estimation of the information is 
expected from the algorithm. If any kind of the noise having 
the Gaussian distribution with zero mean, the variance must 
be closed to the CRLB (Cramer Rao Lower Bound). 
2. Trustworthiness and the reliability in estimation of 
data received from the computational nodes, is required from 
the algorithm. 
 
 

  To evaluate reliability of computational nodes in 

wireless sensor networks trust & reputation systems play an 

important role. Evaluation of reliability at any point 

represents the aggregated behavior of computational nodes. 

Aggregation algorithms are targeted by attacker nodes to 

breach the security. One of the most effective security 

algorithms for wireless sensor networks is Trust & 

Reputation algorithms. Computational nodes present in 

hostile environments are prone to compromising attacks 

which leads to false injection of data. 

Security and Data aggregation cannot treat together 

because they both have opposite goals. Actually for data 

aggregation we have to reduce the amount of data whereas 

while dealing with security concern we have to add some bits 

or hash function to provide security to data. In order to 

achieve both good aggregation & security in wireless sensor 

networks aggregation & security algorithms must be 

combined. Taking this idea in mind researchers proposed 

some algorithms which provides end to end security without 

using any cryptographic function like homomorphism 

algorithms. 
 

The contributions of paper are listed below:- 

1. Security Requirements of Wireless Sensor Networks 

2. Overview of Internetwork Aggregation 

3. Review and comparison of various data aggregation 

protocols 
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II. SECURITY REQUIREMENT OF WIRELESS SENSOR 

NETWORKS 

1. Data Confidentiality 

Confidentiality refers to privacy, steps are taken to 

prevent raw data from unidentified user. For this purpose 

various authentication algorithms are used for example 

biometric verification, key fobs, security tokens etc. The 

encryption is performed using various keying method. 

Homomorphic encryption is one of the most important 

encryption technique used in Wireless Sensors 

Networks[13] An Encryption algorithm is called 

homomorphic if it satisfies the following equation:- 

                                                                         (1) 

 
Fig. 1 

To protect proprietary information and personal 

privacy, information access & disclosure rights are preserved 

for authorized nodes in a wireless sensor networks. Loss of 

confidentiality leads to unauthorized revelation of secret 

information. Data Confidentiality refers to secure access of 

data. Connection confidentiality in Wireless Sensor Network 

refers to confidentiality between nodes where a 

communication link is established between them. Whereas 

connectionless confidentiality in Wireless sensor networks 

refers to secure transmission between a small set of 

computational nodes. Selective-Field Confidentiality in 

wireless sensor networks to transmission of secured data 

within the range or reach of cluster. Traffic-Flow 

Confidentiality in wireless sensor networks refers to 

confidentiality between the path opted for transmission of 

message from source node to destination node through 

intermediate nodes. The purpose of confidentiality is to 

protect data from passive attack. The passive attacks used to 

scan open ports and vulnerabilities in a wireless sensor 

networks. Passive attacks are further classified two categories 

active & passive reconnaissance. In active reconnaissance the 

attacker node actively participates in network to steal or 

modify the information whereas passive reconnaissance here 

intruder monitors system without interacting with network. 

Several layers of protection can be deployed depending upon 

importance of data. To protect data to be transmitted over a 

connection Transmission Control Protocol (TCP) is 

implemented. Another aspect of confidentiality is to protect 

the data path from analyzing. So the attacker node will not 

able to identify source & destination node. Maintaining the 

Integrity of the Specifications. 

2. Data Integrity 

The stage helps in maintaining accuracy 

trustworthiness, accuracy and consistency of data throughout 

his entire life. The measures must be taken to ensure that the 

data is not altered by any of unauthorized node present. 

These steps are access control method like checksum etc. 

These algorithms are used to protect packets from 

modification. Integrity is further classified into two parts 

Data & System Integrity. Data Integrity refers to the change 

in information is performed by an authorized node or not 

whereas system integrity refers to protect the system from 

unauthorized modifications. The main objective of integrity 

is to provide guarding against improper modification in a 

system or data. Loss of integrity refers to unauthorized 

modifications or loss of information. Connection Integrity 

with Recovery in wireless sensor network helps in protecting 

information or any modification between two nodes by an 

attacker node here if it detects that the data has been 

corrupted then the data can be recovered whereas in 

Connection integrity without recovery it is not possible to 

retrieve the data back if once modified. Selective-Field 

Connection integrity this provides integrity within the 

selected field of wireless sensor network. In connection less 

integrity with respect to wireless sensor networks the 

integrity is provided within small range of network. With 

confidentiality, integrity can be applied to a message or a 

queue of message or to a stream of bits. The most useful and 

easy approach to achieve integrity in the network is to apply 

integrity to all messages together. In order to remove 

redundancy of data connection oriented integrity technique is 

used. This techniques deals with both DoS and data 

modification. 

3. Data Authentication 

These algorithms are used to produce cryptographic 

Message Authentication Codes.  Cryptographic hash 

functions are used to encrypt the data and provide security 

from attacks like collision attack, Birthday attack, Brute force 

Attack, etc. 

These are based on cryptographic algorithms used to 

authenticate computational sensors. This service guarantees 

authentication service. The authentication service guarantees 

the receiver the message is from authenticated sender. To 

build a connection between two nodes in a wireless sensor 

networks both sender & receiver node must be authenticated. 

Secondly authentication algorithm must ensure that there is 

no third party attacker node between the paths. There are two 

authentication services generally used are Peer entity 

authentication & data origin authentication. Peer 

authentication services ensure that both the sender & receiver 

consist of same protocol whereas data origin authentication 

supports applications like email etc. 
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4. Data Availability 

This provides data continuity at a required level to 

improve the performance of Wireless Sensor Network. The 

data can be recovered during failure of nodes in mean time 

which could minutes, hours, days or months. Services ensure 

that any data or service is not denied to authorized users. This 

service ensures reliable access to use information. The more 

the system is complex the higher the level of availability 

required. 

5. Data Freshness 

The resulted computation must be performed on 

most recent instance of the system. These ensures that these 

algorithms ensures that no old message can be retransmitted. 

These are of two types weak and strong freshness the weak 

freshness carries no delay whereas strong freshness carries 

some delay. 

III. DATA AGGREGATION PROTOCOLS 

Data aggregation protocols are divided into three 

categories Structured, Unstructured and Hybrid. 

1. Structure data Aggregation Protocol 

 Leach was the first structured data aggregation 

protocol where Time Division Multiple Access helps cluster 

heads to communicate with cluster members and Code 

Division Multiple Access is used to establish communication 

between cluster head and base station. These aggregation 

protocol do not consume any power while election cluster 

head and cluster members. Some of the structured algorithms 

are reviewed in this section. 

1.1. Energy Efficient Clustering and Data aggregation 

 Energy efficiency and data aggregation are major 

concerns of this protocol. In this protocol single hop 

communication is performed within the cluster. The selection 

of cluster head is done by optimal probability algorithm. To 

elect cluster head energy of nodes are considered as election 

agent the node with higher energy is elected as cluster head. 

After election cluster head the algorithm elects the 

aggregated path fro transmission of data using MSRE 

(Maximum sum residual energy) Algorithm. 

1.2. Dynamic and scalable tree Aware of spatial correlation 

 The algorithm is based on the concept of correlation 

where computational nodes are used to detect similar 

occurrence. For the purpose of aggregation the algorithm 

selects an representative computational node by applying 

spatial correlation procedure. The decision to elect number of 

representative computational nodes is based on unused 

energy. The purpose to implement this protocol is to reduce 

the cost of communication in a wireless sensor network. 

However it becomes very complex and costly while 

implementing it in a large network. 

1.3. Energy efficient and balanced cluster-based data 

aggregation algorithm 

 The protocol deals with unbalanced dissipation of 

energy. For this reason the network is divided into unequal 

grid and the elected cluster head revolves in all grids of the 

network. The plan of dividing network into grids is based 

upon energy consumption. The protocol is also useful to 

extend the lifetime of computational node which solves a 

complex and major problem in wireless sensor network. The 

challenge for the protocol is to select the grid of appropriate 

size. 

1.4. Delay Aware Network Structure for Wireless Sensor 

Network 

 The algorithm aware the wireless sensor network 

about delay in all cases. To perform communication with sink 

node clusters of different sizes are installed.  The algorithm 

uses tree based network approach which guarantees minimal 

delay during aggregation. To communicate with fusion 

centers which are assumed to have infinite energy many 

single layer clusters are installed in the network. 

1.5. Dynamical Message List based aggregation 

The protocol works on the principal of dynamical 

message queue based on real time and cluster based 

aggregation. To protocol performs three major operations 

which includes activation of nodes, collecting the nodes to 

form a cluster and filtration of message. Each cluster head 

which is also known as filter node in this protocol consists of 

a dynamic list which keeps record of transmitted message 

and also verifies that the current message is transmitted 

earlier or not this reduces the redundancy and delay in packet 

delivering. Memory requirement is one of the major 

drawbacks of this protocol. 

2. Unstructured Data Aggregation Protocol 

The purpose to propose this protocol is to increase 

efficiency of Wireless Sensor Network by minimizing 

communication cost, maintenance and queuing delay. 

DAA+RW (data-aware unicast and randomized waiting) is 

the first protocol introduced under this category. The node 

containing information sends an request to send (RTS) to 

identify next route. The priority of sending Clear to Send 

(CTS) is decided by shortest path algorithms. To increase the 

efficiency of wireless sensor networks some modifications 

are proposed explained below:- 
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2.1 Structure-free-Real time Data Aggregation Protocol 

This protocol uses two procedures named as temporal and 

spatial occurrence which leads to data aggregation. this 

protocol is used to reduce the cost of maintenance for real 

time event. The detection of TTD of every packet helps in 

electing routing path. Based on real-time parameters like 

transmission, packet disputes, etc. time based stamping is 

used to calculate approximated EED and EHD. The selection 

of next hop in this protocol is based upon both data 

aggregation and real time. 

2.2 Ant colony Algorithm 

This algorithm is implemented at routing layer of 

wireless sensor network. The phases of algorithm are 

transmission, operations and initialization. The computational 

nodes are assumed to be artificial intelligent agents. To detect 

next hop energy estimation and shortest path algorithms are 

used. This algorithm, helps in increasing performance of 

Wireless Sensor Network. 

2.3 Attribute Aware Data Aggregation Scheme 

Using static routing it is not possible to aggregate 

assorted nodes. The aim of this scheme is to aggregate data 

transmitted by assorted nodes. This algorithm is 

advancement of ant colony algorithm. The packets are 

transferred on that path which have more similar type of 

packets. The major aim of the algorithm is to aggregate data 

transmitted by assorted nodes. 

3. Hybrid Data Aggregation Protocols 

The main focus of these protocol is to aggregate data in an 

huge network with power efficiency and low delay. The 

hybrid algorithm is a combination of both structured and 

unstructured protocol. 

3.1 Hybrid Energy Efficient Protocol 

 To increase efficiency of Wireless Sensor Network the 

protocol use both static and dynamic methods for aggregation 

of information. To perform aggregation the protocol uses 

both temporal and spatial based on the environment. In 

applications like event detection computational nodes are 

used o detect the events in environment. Depending upon the 

life time of packet the computational nodes wait for a random 

time. Due to bursty traffic because it depends upon waiting 

time. 

3.2 Spatial correlation aware data aggregation protocol for 

data aggregation of Moving object in Wireless Sensor 

Networks 

 For applications of wireless sensor networks in 

observation field this protocol uses concept of spatial 

correlation for aggregation of data. This protocol is based on 

cluster communication and rate distortion. The aim of the 

protocol is used the traffic of network. The cluster head 

performs various complex computations to achieve its aim. 

To reduce number of computations the network is divided 

into grids.

Protocol Published in category Aggregation Design Advantages Limitations 

EECDA 2011 structured Electing cluster 

head 

To minimize energy 

consumption 

Increases lifespan of 

sensor networks 

Not suitable for 

huge networks 

YEAST 2011 structured Scalable & 

dynamic routing 

Reduces transmission 

of redundant data 

Lesser energy 

consumption, 

accuracy 

Memory 

requirments 

with higher 

complexities 

EEBCDA 2012 structured Grid formation 

and clusterhead 

rotates 

Reduces amount of 

unbalanced energy 

dissipation 

Increase in lifespan 

of networks with    

efficiency    

Identification of 

cluster size is 

difficult 

Delay aware 

network 

structure 

2013 structured Inter node 

communication 

Reduce  delay Reduces delay Static in nature 

DMLDA 2015 structured Dynamical 

messages lists 

Reduces transmission 

delay 

Efficient 

performance 

Extensive 

memory 

RAG 2011 unstructur

ed 

Temporal and 

satatical 

Convergence 

On-time dilivery Used t manage 

delivery time line 

Large waiting 

DAACA 2012 unstructur Ant colony Reduces consumption Optimal path High 

International Journal of Management, Technology And Engineering

Volume 8, Issue X, OCTOBER/2018

ISSN NO : 2249-7455

Page No:1832



ed optimization of energy election complexities 

ADA 2012 unstructur

ed 

adaptive and 

dynamic routing 

Data aggregation Energy efficient High 

complexities 

SFEB 2014 unstructur

ed 

Two phase 

aggregation 

Reduces consumption 

of energy 

Energy efficient High delay 

HEAP 2013 hybrid Temporal 

&spatial 

cnvergence 

Energy efficient 

aggregation 

Energy effivient Not suitable for 

brusty 

information 

Spatial 

correlation 

aware 

protocol 

2013 hybrid Rate distortion 

based 

Aggregation for 

moving objects 

Energy efficiency High 

computation 

overhead 

IV. IN-NETWORK  AGGRAGATION 

 The in-network aggregation model is based on 

query model and system architecture. Brief outlines of 

these techniques are as follow:- 

1. System Architecture 

A set of computational nodes forming a wireless 

sensor network with multi-hop routing protocol used to 

provide communication link between two computational 

nodes. The system uses tree topology as a design of 

network. The sensor can be used as a node or aggregator 

depending upon need. To remove ambiguity we generally 

assumes that leaves are the source node and internal nodes 

are aggregators.   Source node is used to monitor 

environmental conditions. Process of applying queries on 

the network is based on sink. 

While performing computation in a Wireless 

sensor network the battery is depleted so these networks 

are resource constraints. To overcome this problem each 

sensor is synchronized loosely so they can mutually decide 

when to perform computation which leads to lower 

consumption of energy. 

2. Query Model 

In this mode a continuous query is registered at 

the source when the network is installed in setup phase or 

by broadcasting. A query may have following form 

QUERY TEMPLATE 
SELECT AGG (attr) FROM Sensors 
WHERE pred EPOCH DURATION  
 

The aggregate function AGG is processed on attr 

attribute of computational sensors, pred is predicate andT is 

the length of period. At every instance pushing query result 

to querior is responsibility of wireless sensor network. 

Whereas to collect results when required pull based 

approach is used. The aggregation functions are further 

divided into two parts distributive and non-distributive 

aggregation. 

2.1 Distributive Aggregates. As we have earlier 

explained aggregation using SUM. Here each source 

generates the value and transmits it to the parent node in 

tree like structure and the partial sum is called PSR (Partial 

State Record). 

2.2 Non Distributive Aggregates. The lack of 

distributive property in above method the nondistributive 

aggregate is not able to solve in a single route. The 

nondistributive aggregation takes multiple routes to 

perform computations. Based on formula given below: 

 

Here |D| is the domain size. 

V. CONCLUSION 

The main aim behind using data aggregation scheme is to 

reduce energy consumption and increasing life span of 

wireless sensor network. Because of trade of relationship of 

data aggregation schemes with delay, it is an important task 

to make an efficient Wireless Sensor network keeping 

energy consumption and delay minimum. The paper above 

reviewed some techniques to improve efficiency of 

Wireless Sensor Networks. However all the aggregation 

algorithms are considered with the aim to reduce energy 

consumption, Size of data, Communication Distance etc. 
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