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ABSTRACT: 

In an effort to meet growing demands on the radio frequency spectrum, regulators are exploring 

methods to enable band sharing among a diverse set of user devices. Proposed spectrum access 

systems would dynamically assign spectrum resources to users, maintaining databases of 

spectrum use information. While these systems are anticipated to increase the efficiency of 

spectrum sharing, incumbent users have raised concerns about exposing details of their 

operations and have questioned whether their privacy can be protected. In this paper, we explore 

whether primary users can retain a critical level of privacy in a spectrum access system setting, 

where they must reveal some information to enable dynamic access to the spectrum by other 

users. Under a variety of operational scenarios and user models, we examine adversary 

techniques to exploit the spectrum access system and obfuscation strategies to protect user 

privacy. We develop analytical methods to quantify the resulting privacy and validate our results 

through simulation. To the best of our knowledge, this is the first paper that considers inference 

attacks on primary users in the setting of a highly dynamic spectrum access system. Privacy 

analysis of this kind will help to enable the adoption of shared spectrum access systems by 

allowing incumbent users to quantify and mitigate risks to their privacy. 

 

Keywords: Cognitive radio networks, spectral efficiency, extreme-value theory, multi-user 

diversity gain. 

 

 

 

 

 

International Journal of Management, Technology And Engineering

Volume 8, Issue X, OCTOBER/2018

ISSN NO : 2249-7455

Page No:2173



1. INTRODUCTION: 

Frequency spectrum is an extremely 

valuable and important natural resource. The 

exponential increase in demand for the 

technologies like Wi-Fi or smart electricity 

grids means we must utilize this finite radio 

resource very efficiently. But matching this 

exponentially growing demand for wireless 

connectivity is harder in the absence of 

unused or vacant spectrum. In traditional 

exclusive licensing systems, many 

frequency bands are spatially and temporally 

underutilized. Due to the deficiency of the 

spectrum resources and to support the 

predicted enormous wireless traffic 

explosion in future, it is important to make 

full use of the existing radio resources. 

Spectrum sharing presents a supplementary 

approach to conventional license-exempt 

and exclusive licensing schemes, and can be 

realized to cope with the existing network 

infrastructure with the support of new 

technologies. Even though many 

applications still depend on exclusive access 

to spectrum, spectrum sharing is 

increasingly recognized as the breeding 

framework for wireless innovation that 

triggers the development and deployment of 

more resilient and flexible wireless 

technologies. Spectrum sharing among 

operators can appear in many different 

scenarios. One example is co-primary 

sharing, where the spectrum regulator 

licenses a frequency band to multiple 

operators without specifying the boundaries 

between the bands of spectrum sharing 

operators and all the operators have equal 

right to access the shareable spectrum. 

Another example is licensed shared access 

scenario, where an incumbent user licenses 

its frequency band to multiple operators for 

shared usage in a certain geographical 

location and for a certain time period. 

Spectrum sharing is coordinated in 

accordance with sharing rules under a well-

defined set of conditions and mutual 

agreement. Shared-spectrum access  

facilitates efficient utilization of the 

available spectrum in 5th generation (5G) 

and beyond networks, and will become 

unquestionably mandatory in order to 

accommodate the predicted enormous 

wireless traffic explosion. It acts as an 

intermediary solution between conventional 

unlicensed and licensed strategies in which 

the spectrum sharing operators share the 

licensed spectrum under a decided set of 

coverage restrictions and time-period. 

Furthermore, spectrum sharing represents a 

supplementary approach There's an growing 

quantity of smart phones and laptops each 

year. All are demanding advanced 
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multimedia and data rate services. 

Increasing numbers of people crave better 

Access to the internet on the go producing a 

boundary-less global information world. 

One method to satisfy the continuously 

growing interest in high-speed information 

is to secure new spectrum bands. However, 

achieving this can be a very hard task 

because the spectrum is really a rare 

resource. Hence, radio stations spectrums 

are congested and you will find limited new 

spectrum bands readily available for 

wireless uses. Regardless of this fact, the 

government communications commission 

(FCC) has reported that a lot of radio 

stations spectrum is underutilized 

throughout the day. This ignited the study 

activities to enhance using the highly 

searched for-after radio spectrum and for 

that reason, the cognitive radio (CR) concept 

continues to be suggested. The secondary 

network is approved of dynamically and 

autonomously adapting its radio operating 

parameters to exist together using the 

primary network, supplying the performance 

primary network remains safe and secure or 

over a particular quality level. CR systems 

could be classified under two groups, 

namely interference-free and interference-

tolerant CR systems. Whereas within the 

latter CR systems, the STs can share the 

spectrum as lengthy they do not cause any 

outage towards the primary network 

operation and also the interference to PRs is 

stored below a threshold. Therefore, it is 

necessary that interference-tolerant CR 

systems get the interference level, in 

tangible-time feedback, in the PRs. For this 

finish, some modification around the 

primary product is inevitable. Within this 

paper, we concentrate on the spectral and 

efficiency for that interference-tolerant CR 

systems. The spectral efficiency is 

understood to be the amount of bits per 

second transmitted on the given bandwidth 

(in bps/Hz) as the energy-efficiency is 

understood to be the needed energy per bit 

(in joules/bit) for reliable communication, 

normalized towards the background noise 

level. Hybrid CR enables a network to 

become concurrently both primary and 

secondary systems, thus gaining the benefits 

of both systems. Hybrid CR systems could 

be adopted in cellular systems to understand 

more about additional bands and boost the 

spectral efficiency. It's noticeable that these 

studies centered on analyzing the spectral 

efficiency but forgot to read the spectral-

energy-efficiency trade-off that is an more 

and more important area nowadays. Jointly 

attaining both enhanced energy-efficiency 

and spectral efficiency is regrettably a 
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frightening problem to resolve. Frequently, 

achieving enhancement of one of these 

means sacrificing another. Therefore, you 

should study different trade-offs backward 

and forward performance indicators to 

determine the minimum energy consumption 

that's needed to offer the target spectral 

efficiency, or the other way around. While 

using low-SNR tool, the interplay from the 

spectral and efficiency was studied for 

single-user multiple-input multiple-output 

(MIMO) channels, single user relay 

channels, and multi-user relay channels. We 

advise a CR-based cellular network in which 

a secondary network shares a spectrum 

owed for an indoor system. The spectral 

efficiency for that suggested network with 

multiple primary and secondary users is 

examined using extreme value theory. Case 

study will reveal the outcome from the 

multi-user diversity gain of both primary 

and secondary users around the achievable 

spectral efficiency. An over-all analytical 

framework to judge the power spectral 

efficiency trade-from CR-based cellular 

network is made for those SNR values using 

peak-power interference constraint. The 

framework considers the figures of primary 

and secondary receivers transmit power, and 

interference threshold. 

 

Fig.1.COGNITIVE RADIO system design. 

 

2. LITERATURE REVIEW: 

Many works on LTE beneficial aid 

allocation are available within the literature. 

The 10 ms duration of an LTE radio body 

generally calls for that allocation of 

belongings need to be broken into sub 

problems, favoring low complexity of 

implementation over better approximations 

of the pinnacle-rated solution. Scheduling 

frequency sources for the LTE uplink is 

itself a combinatorial optimization trouble 

that can be impractical to solve optimally. 

several heuristic algorithms for frequency 

beneficial useful resource scheduling which 

exchange among elegant performance and 

complexity. LTE strength allocation is 

regularly dealt with as a separate problem. 

check energy manage mechanisms interior 

LTE, thinking about not unusual overall 

performance trades amongst throughput, 

self-interference, and power universal 

performance.  
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Because LTE normally has unique get 

proper of access to the spectrum bands they 

feature in, a mechanism to save you 

interference to any other device is not a part 

of those and unique works on LTE 

beneficial aid allocation. An appropriate 

structure and tailor-made algorithms are 

needed to permit effective LTE-METSAT 

sharing for the situation. The problem of 

keeping off interference is regularly dealt 

with inside the literature beneath the priority 

of cognitive radio. we derive results for 

cognitive radios hassle to interference 

constraints, which encompass identification 

of frequency and electricity desire strategies, 

but incredible for a unmarried cognitive 

radio transmitter. This does now not lend 

belief into how property wants to be 

allocated for the duration of multiple 

transmitters within the LTE network. The 

impact of aggregate interference because of 

multiple transmitters is protected and 

beneficial resource allocation algorithms are 

superior, however all of those works expect 

that best channel America of the united 

states facts is available.  

We argue that this assumption is not valid 

for the LTE-METSAT putting wherein the 

networks are to perform autonomously and 

the form of nodes within the networks is 

probably to be large sufficient that correct 

size and reporting of entire channel country 

data is impractical. Instead, we bear in mind 

that only partial channel United States 

records, e.g., handiest the suggest and 

variance is to be had for interference 

channel profits, resulting in uncertainty for 

the interference impact 4 of any unique 

scheduling desire. As described answer 

procedures to the right channel state records 

case can in all likelihood be completed to 

instances with uncertainty by using way of 

the usage of incorporating margins or 

ellipsoid uncertainty areas into the 

deterministic machine. How to exquisite 

apprehend appropriate margins or 

dimensions for the ellipsoid isn't obvious. 

iteratively fixing deterministic issues for a 

few series of margins, but this will increase 

complexity without presenting any 

guarantee that the subsequent answer is most 

gratifying. Probabilistic mixture interference 

because of unsure channel country statistics 

can be modeled. These works offer 

formulations and closed shape 

approximations to the possibility density 

feature of the combination interference 

power measured at an arbitrary receiver as a 

feature of the deployment and operational 

parameters of the cognitive community. 

These models do no longer offer a technique 

for optimizing LTE beneficial resource 
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allocations; however do offer a manner to 

make certain interference protection 

necessities are met. In a favored strength and 

frequency aid optimization framework is 

provided that cash owed for unsure channel 

kingdom facts and probabilistic mixture 

interference modeling. The prolonged 

trouble device is suitable to cope with the 

LTE-METSAT hassle, however scalability 

in their numerical looking for method is 

referred to as an open query in that it's miles 

dubious how the optimization trouble may 

be solved in a sensible amount of time for 

huge networks. Similarly,  addresses a 

problem tool that encompasses the LTE-

METSAT state of affairs, but it's also now 

not obvious how their use of the simulated 

annealing set of regulations can be 

accomplished to huge networks in a time-

scale appropriate for LTE scheduling. In this 

paper, we leverage the power control 

abilities of LTE, and formulate an 

optimization framework ordinary to deal 

with the electricity allocation part of the 

optimization trouble with incomplete 

channel. USA Statistics. We layout an green 

set of guidelines that may be performed in 

exercise to approximate the top of the street 

answer. We rent a frequency location 

scheduling set of guidelines as a sub-

ordinary in our approach, wherein some of 

the algorithms inside the literature can be 

done with appropriate changes. To the 

awesome of our know-how, this is the 

primary paintings that propose a multi-

mobile power and time-frequency beneficial 

useful resource scheduling set of 

suggestions that consists of the aggregate 

interference constraint, does not require 

whole channel U.S.A. Of the usa records, 

and is low enough in complexity for sensible 

implementation. 

E. Yaacoub et al., “Low complexity 

scheduling algorithms for the LTE 

uplink,” in IEEE Symp. Comput. 

Commun., 2009, pp. 266-270. The demand 

for cellular communication services is 

expected to continue its rapid growth in the 

next decade, fuelled by new applications 

such as mobile web-browsing, video 

downloading, on-line gaming, and social 

networking. The commercial deployment of 

3G. Cellular network technologies began 

with 3GPP UMTS/WCDMA in 2001 and 

has evolved into current UMTS/HSPA 

networks. To maintain the competitiveness 

of 3GPP UMTS networks, a well-planned 

and graceful evolution to 4G networks  is 

considered essential. LTE is an important 

step in this evolution, with technology 

demonstrations beginning in 2006. 

Commercial LTE network services started in 
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Scandinavia in December 2009 and it is 

expected that carriers worldwide will shortly 

be starting their upgrades. 

The main design goals behind LTE are 

higher user bit rates, lower delays, increased 

spectrum efficiency, reduced cost, and 

operational simplicity. The first version of 

LTE, 3GPP Release 8, lists the following 

requirements . (1) peak rates of 100 Mbps 

(downlink) and 50 Mbps (uplink); increased 

cell-edge bit rates; (2)a radio-access network 

latency of less than 10 ms; (3) two to four 

times the spectrum efficiency of 3GPP 

Release 6 (WCDMA/HSPA); (4) support of 

scalable bandwidths, 1.25, 2.5, 5, 10,15, and 

20 MHz; support for FDD and TDD modes; 

smooth operation with and economically 

viable transition from existing networks. In 

order to meet these demanding 

requirements, LTE makes use of multi 

antenna techniques and inter cell 

interference coordination. 

R. Kwan and C. Leung, “A Survey of 

Scheduling and Interference Mitigation in 

LTE,” J. Elect. Comput. Eng., Jan. 2010 

The demand for cellular communication 

services is expected to continue its rapid 

growth in the next decade, fuelled by new 

applications such as mobile web-browsing, 

video downloading, on-line gaming, and 

social networking. The commercial 

deployment of 3G. Cellular network 

technologies began with 3GPP 

UMTS/WCDMA in 2001 and has evolved 

into current UMTS/HSPA networks. To 

maintain the competitiveness of 3GPP 

UMTS networks, a well-planned and 

graceful evolution to 4G networks  is 

considered essential. LTE is an important 

step in this evolution, with technology 

demonstrations beginning in 2006. 

Commercial LTE network services started in 

Scandinavia in December 2009 and it is 

expected that carriers worldwide will shortly 

be starting their upgrades. The main design 

goals behind LTE are higher user bit rates, 

lower delays, increased spectrum efficiency, 

reduced cost, and operational simplicity. 

The first version of LTE, 3GPP Release 8, 

lists the following requirements . (1) peak 

rates of 100 Mbps (downlink) and 50 Mbps 

(uplink); increased cell-edge bit rates; (2) a 

radio-access network latency of less than 10 

ms; (3) two to four times the spectrum 

efficiency of 3GPP Release 6 

(WCDMA/HSPA); (4) support of scalable 

bandwidths, 1.25, 2.5, 5, 10,15, and 20 

MHz; support for FDD and TDD modes; 

smooth operation with and economically 

viable transition from existing networks. In 

order to meet these demanding 

requirements, LTE makes use of multi 
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antenna techniques and inter cell 

interference coordination. 

M. Clark and K. Psounis, “Efficient 

resource scheduling for a secondary 

network in shared spectrum,” in IEEE 

Conf. on Comput. Commun., 2015, pp. 

1257-1265. With limited opportunities to 

open up new unencumbered bands to mobile 

wireless services, interest in enhancing 

methods for sharing of spectrum between 

services is high. For example, the band 

1695-1710 MHz is expected to be made 

available to 3GPP Long-Term Evolution 

cellular network uplinks by sharing with 

incumbent meteorological satellite services 

already in the band. The LTE networks are 

to be operated in a manner that ensures no 

loss of incumbent capability by adhering to 

protection requirements such as a limit on 

the aggregate interference power at fixed 

incumbent earth station locations. In this 

paper, we consider this specific spectrum 

sharing scenario as motivation and 

formulate an optimization framework for 

power control and time-frequency resource 

scheduling on the LTE uplink with an 

aggregate interference constraint. We design 

and propose a novel algorithm inspired by 

numerical solution and analysis of the 

optimization problem. The rapid increase in 

the quantity and capability of consumer 

mobile wireless devices has accelerated the 

demand for radio frequency spectrum. In 

recent years, to address congestion in 

allocated spectrum bands and allow for 

continued growth opportunities, national and 

international regulators have taken steps to 

identify new spectrum for use by mobile 

wireless services such as cellular and Wi-Fi . 

Though growth in demand for mobile 

wireless has been particularly acute, myriad 

other systems and services already make use 

of spectrum in the frequency ranges that 

could be useful for mobile wireless. With 

limited opportunities to open up new 

unencumbered bands to mobile wireless 

services, interest in enhancing methods for 

sharing of spectrum between services is 

high. The US National Telecommunications 

and Information Administration started 

several working groups to examine specific 

spectrum sharing opportunities. For 

example, the working group recommended 

that the band 1695-1710 MHz be made 

available to 3GPP Long-Term Evolution 

(LTE) cellular network uplinks by sharing 

with incumbent meteorological satellite 

(METSAT) downlink services already in the 

band. 
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3. METHODOLOGY: 

The spectral efficiency, C, here refers back 

to the quantity of bits per second transmitted 

on the given bandwidth (in bps/Hz). Within 

the high SNR regime, the needed energy 

efficiency to acquire a specific spectral 

efficiency could be expressed. We assume a 

place-to-point flat fading funnel that's 

corrupted by AWGN. All nodes within this 

model are assumed to become outfitted 

having a single antenna. The funnel between 

your ST and secondary receiver (SR) is 

understood to be the cognitive funnel, as the 

funnel between your ST and also the PR is 

understood to be the interference funnel. 

They're random variables attracted from a 

random continuous distribution by having an 

expected worth of unity and they're mutually 

independent. The ST is assumed to possess 

perfect understanding from the immediate 

funnel status information (CSI) for that 

cognitive and interference channels. It's 

further assumed the interference in the 

primary transmitter (PT) towards the SR is 

recognized as background noise. There are 

two constraints the ST needs to take in to the 

account before transmitting an indication 

towards the SR. The very first constraint 

may be the allowable received peak 

interference power in the PR. This constraint 

is important in CR systems to prevent 

dangerous interference in the PR. The 2nd 

constraint may be the available transmit 

energy that the ST has. Within this paper, 

we consider two kinds of power constraint 

what are average and peak transmit power 

constraints. Unlike however network, where 

just the CSI from the PR is needed in the 

PT, the CSIs of both PR and SR are essential 

in the ST as inputs for that power allocation 

formula. Based upon increases of these two 

kinds of funnel, the CR transmission resides 

in numerous modes. Unsurprisingly, the 

minimum energy is just impacted by the 

cognitive funnel as the interference funnel 

doesn't have affect on it. When the cognitive 

funnel, for example, is definitely an AWGN 

funnel . This is because for CR funnel the 

spectral efficiency is restricted by 

interference threshold from the primary 

funnel, i.e., even without Gaussian noise it 

achieves a bounded spectral efficiency. 

Within the low SNR regime, transmitting an 

indication with average power constraint 

provides better energy-efficiency than 

transmitting an indication with peak power 

constraint. It's because this the power policy 

with peak power constraint doesn't take 

advantage of the available energy at 

individual’s moment where the cognitive 

funnel fading is quite high. Within the high 

SNR regime, both power policies behave 
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similarly and approach exactly the same 

maximum spectral efficiency. The intention 

here's to not develop a complete cellular 

network using the idea of CR, but instead to 

boost the spectral efficiency from the 

cellular systems for a while of your time by 

discussing a spectrum owed to a different 

licensed network. We think that a CR 

network includes a single ST, i.e., macro 

BS, which transmits signals to multiple SRs. 

The CR network shares a spectrum of an 

inside primary network. The main network 

also includes multiple PRs, i.e., primary 

indoor access points (APs). The downlink 

transmissions from the CR network are 

thought and assumed to happen within the 

uplink transmission from the primary 

network. There are lots of advantages of 

discussing the spectrum from the uplink 

transmissions of the indoor network. First, 

because the primary network is assumed to 

become an inside one, the mutual 

interference between your primary and 

secondary systems is going to be scaled 

lower due to the transmission losses. Next, 

because the PRs, are fixed in place, this 

provides an chance to simply identify them 

through the ST. Hence, the STs can identify 

the pilot funnel broadcast from indoor PRs 

and choose the number of PRs that they're 

encircled. Finally, it's also entirely possible 

that the interference funnel status 

information (ICSI) is distributed all PRs 

with their identities and picked up with a 

certain central unit. Actually, utilizing a 

separate wire line control funnel that 

broadcasts the interference measured on the 

broadband connection is an extremely 

practical solution. Prior to the secondary 

network can make use of the spectrum, it 

has to register itself using the central unit 

first to become updated concerning the ICSI. 

However, the PRs don't always have to 

identify each registered ST. The ICSI can 

inform the STs concerning the status from 

the worst aggregate interference that the PR 

suffers. The cognitive and interference 

channels experience pathless, shadowing, 

and multi-path fading. The main focus 

within this section is going to be around the 

cognitive funnel. The propagation 

coefficient A includes parameters associated 

with antenna height, antenna gain, path-loss 

frequency dependence, and, within the 

situation from the interference funnel, the 

indoor loss. This model is caused by the 

multiplication from the log-normal 

distribution using the Nakagami distribution. 

Thus, the composite funnel gain could be 

approximated by log-normal distribution. 

First of all, in typical cellular systems, the 

BS includes a limited maximum power that 
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it may transmit with. The ability control 

with average power constraint doesn't 

consider this limitation. Next, to obtain just 

as much benefit as you possibly can of CR 

network, the SRs would usually bond with 

the ST, and they also could be within high 

SNR regime. Which means that any gain of 

power control under average power 

constraint is minor? Finally, the ability 

control with peak power constraint is easier 

because it requires gi only being an input 

instead of gi and GC . For this finish, the ST 

can request the worst ICSI, which fit in with 

the nearby PRs, in the central unit. The ST 

schedules SRs in orthogonal mode to 

prevent the intracellular interference. Within 

this work, time division multiple access 

(TDMA) is assumed through which the ST 

chooses an SR whose CSI implies the 

biggest funnel gain of all other SRs. The 

simulation is dependent on the Monte Carlo 

method, featuring its 106 funnel realizations. 

4.SIMULATION RESULTS: 

 

 

 

CONCLUSION: 

Within the low SNR regime, transmitting an 

indication with average power constraint 

provides better energy-efficiency than 

transmitting an indication with peak power 

constraint. Within the high SNR regime, 

however, transmitting signals with either 

power constraint provides the same energy-

efficiency. We've also suggested a CR-based 
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cellular network where a secondary network 

shares a spectrum owned by an inside 

system. This paper has investigated the 

spectral and efficiency in interference-

tolerant CR systems. The first analysis has 

studied the spectral-energy-efficiency trade-

off for any link-level CR network under 

transmit power and interference constraints. 

This paper has additionally shown by using 

CR technology, cellular operators can share 

their spectrum opportunistically with one 

another to improve the performance of the 

network. One method to achieve this would 

be to share a spectrum within the uplink 

phase of the indoor system. The spectral and 

efficiency from the suggested network 

happen to be examined. By following a 

extreme value theory, we've derived the 

spectral efficiency from the system-level CR 

network under optimal power allocation. 

We've studied the outcome of multi-user 

diversity grow in both primary and 

secondary receivers around the spectral and 

efficiency. The spectral efficiency from the 

CR network is comparatively large when the 

amount of primary receivers is small. This 

degradation could be compensated by 

relaxing the interference threshold or by 

growing the amount of SRs which are within 

ten or twenty yards in the ST. 
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