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Abstract:  Cloud computing is leading technology in the
information technology industry. This is rapidly getting adapted
from single user to enterprise applications. This majorly decreases
the maintenance of infrastructure for everyone. Cloud Service is
available as Saas, Paas and laas. This collectively provides
different features to different user groups. Though cloud services
are available in major variation, major concerns lies in security of
the services and trustworthiness of cloud service providers. Cloud
service trustworthiness is critical factor every cloud service
provider and customer. Customer chooses most trusted cloud
service provider and cloud service provider works to improve the
trust factor so that it can increase the user base. This paper
discusses different approach to traditional trustworthy cloud
service provider. Adapted new lightweight probabilistic approach
to improve performance of trustworthiness of cloud service
provider. Additionally feedback mechanisms from various sources
are used to improve the efficiency.
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1. INTRODUCTION

In the past decade, cloud computing saw growth of
multiple generations. Computing from physical to virtual
model was implemented in this phase. Cloud technology
improvised with virtual servers and data got placed in
internet. Cloud technologies such as laas, Paas and Saas
provided Infrastructure, Platform and Software showed
different ways of application development and deployment
to developers and end users. With multiple clouds
collaborative environment possible currently major
challenge lies in selecting appropriate cloud service
provider. While selecting cloud service, since data needs to
be saved in external environment, trust on cloud plays a
very critical role.

End users select the most trusted cloud irrespective of
features and cost. Hence every cloud service provider
deploys various mechanisms to improve their

trustworthiness.
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In current world, light weight and fast trust computing
are keys factors. This paper discusses various factor and
methodologies involved in trust computing.

2. RELATED WORK

Author Malluhi and Khan has reviewed trust computing
with perspective of what cloud user will expect in terms of
security for their data and what cloud service provider will
provide to satisfy customer needs. Their study revealed that
for a cloud user major concerns for moving data cloud are
ownership and control of data. Similarly they weight high
on security and prevention. These parameters considered
high for evaluating a cloud service provider. Less control
and transparency will reduce the confidence of cloud user
on service provider. Also studies revealed that certified
service providers by certification authority on terms of
transparency and security are more trusted by cloud user.

Singhal studied were towards cloud collaboration. This
is in multiple cloud services will be used in collaborative
fashion. For a user, they will be using a proxy layer were in
background cloud will be collaborative approach. Author
states that deep studies and testing is required to identify
and security loop holes in these frameworks as multiple
cloud player are involved.

Shen and Lieu proposed a new methodology for cloud
collaboration. They proposed new methodology named
harmony. This approach provided a integrated approach for
resource and reputation management. This approach
provides enhanced and efficient way of managing
distributed resources. This methodology provides customer
options to select resources based on the reputation. Cloud
user has control to select resources based on reputation and

hence this increases more transparency.
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3. MATERIALS AND METHODS
Traditional trustworthy resource matching process is based
on
e  Monitoring large amount of data

e  Trustworthy matching process
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Fig.1: Cloud System

Traditional process involves deploying agents in all servers
and this also creates higher overhead
Above Fig states challenges in current system as below
parameters are not considered in current cloud systems.
Service Selection. Optimal cloud service should be selected
and deployed.
Service Collaboration. Appropriated service components
should be distributed in best collaborated approach.
Service Migration. Easy migration feature from one cloud
service to different for optimal results.
Limitations
e Every instance requires an agent
o No feedback mechanism from other resources.
e CPU tilization will be drained for all
resources.
e Less efficient
Proposed System
This paper proposes to use low overhead trust computing
using fewer agents at broker end. This is to increase
efficiency using feedback mechanism. i,.e To use agent at
broker level and additionally add feedback mechanism from
external sources.
o Feasibility and effectiveness is verified using
performance analysis and experimental results
e Trusted cloud computing can be initialized to the
cloud environment and to the actors involving in

them.
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v" Less number of machine agents
v' Feedback received from  external
resources

v More efficient in trust computing

v" Machine CPU’s will not be idle or wasted.
Detailed Design
In this design, machine agent segregated from application
layer. Instead of adding machine agent in application layer,
machine agent added in broker. Broker being the first entry
point for all requests, it is decided to place the machine
agent in broker.
This methodology is known as light weight probabilistic
approach. This helps in looking for mal requests in earlier
stage. This will improve security to application layer and in-
turn improves the trust on cloud service providers for

providing better cloud environment.
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Fig.2: Architecture Diagram
Above is the architecture diagram of this proposed model.
Model clearly depicts below
A) Unified Access Portal (UAP)
Unified access portal is web layer which provides user to
select appropriated cloud service in multi cloud
management platform. User will be provided and option to
select the required trusted resource in this layer. Administer
will maintain the virtual servers that provides as

intermediary layer between users and providers.
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B) Multiple Cloud Management Platforms
(MCMP)

MCMP is federated service catalog. In this layer will have
the details of available services and trust factor of all
available services. This will automatically apply the highly
trusted resources for user service request. Also the system
provides feature for user to override the feature through
manual selection.
a) Machine Agent in Broker
Opposed to traditional methodology, machine is placed in
broker for quicker turn around.
b) Feedback Provider
This paper takes advantage of feedback providers in this
model. Adding this in proposed model helps to improve
system efficiency. External third party providers might also
detect black listed and white listed users. Collecting this
information will help in easily shortlist appropriate user
requests. Keeping this list updated is a key factor to improve
the trust.
c) Machine Agent
Machine Agent is the heart of the system. This validates the
request from all sources. This does all below functionalities

e Payload validation

e  Parameter validation

e SQL Injection

o Denial of Service

e  White listed / Blacklisted IP
d) Payload validation
Payload is the content that reaches the broker before
reaching the application. Attackers might create payload of
different size or create payload to stall the application. This
needs to be validated at broker end before reaching the
application. Machine agent does this validating the payload
size
e) Parameter validation
Once the payload is validated, parameters in payload should
also be validated in order to avoid un-necessary processing
of junk requests
f)  SQL Injection
SQL Injection is one of way attackers use to collect data
from application which is not efficiently coded. This way

user can key in queries in application screen which can lead
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to disaster effect on application data. Adding security
features in machine agent to avoid SQL Injection will help
in greater security to the application. This adds more value
to trust factor on application.
g) Denial of Service
Denial of Service is a major concern for applications.
People can easily bring down the application instance by
frequent requests to the application and also by
manipulating large payload to the system. This Denial of
Service will be identified by the machine agent deployed in
broker. This adds up to score more value to trust agent.
h) White Listed / Black Listed
Feedback providers to easily collect the white listed and
blacklisted users. This will help in avoiding un-necessary
requests quickly. Along with this system will add up to the
list the user list who is involved in above discussed
scenarios
C) Implementation
A) Create cloud cluster environment
Cloud environment is created as the first step of this
project. This is to get the environment setup with sample
application and broker deployment. Later machine agent can
be installed and trust of the cloud can be increased.
» Create AWS account
» Create EC2 instance
»  Create Cluster in EC2 instances
B) Develop and Deploy sample application
Sample shopping cart application is created and
deployed in cloud environment to enable testing. Angular
SPA application framework is used for sample application.
This application will be deployed in AWS EC2 cluster
environment.
C) Broker Creation
Broker is external piece to the application. Broker takes
care of security issues, cloud service provider selection,
validates user request etc. Since broker is entry point for
applications, this is made even more important component
by deploying machine agent in it.
» Create broker application
> Deploy Broker in EC2
» Deploy Machine Agent rules in Broker
» ltacts like a proxy kind of thing (multiple rules)
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D) Machine Agent
In Traditional approaches, Machine agent will be
deployed in every server for validating the incoming
request. In this paper, machine agent in broker is deployed
as broker is entry point. Hence this reduces multiple
machine agent deployments and also makes application
more secure.
» Machine Agent will be deployed with defined rules
v/ SQL Injection
v" DDoS (Denial Of Services)
v Flooding Attack
v' Blacklisted IP
E) Feedback Providers
Feedback providers add integrated feedback mechanism
in proposed system. This will receive continuous blacklisted
IP and White listed IP’s. This will be integrated in machine
agent deployed in Broker. Hence machine agent can use this
system to add more security to the system
v Provide frequent blacklisted IP
v" Provide white listed IP
v" Abnormal Text in Request
v Allows only authorized users.
F) Trust Validation
Proposed trust validation is different from traditional
approach. Here in applied both real time data and cloud user
rating mechanism to calculate the trust value of service
provider. Project methodology is discussed in detail as
below.
Data-driven Trust Computation
Enhanced and Hierarchical Feedback Mechanism
Identifies blacklisted ip
Identifies unauthorized users.

Validates proper request parameters.

N N X

Does the about validation using decision tree
algorithm.

Data Driven Trust Validation

To guarantee quality of service from with respect to
resource trust worthiness, parameters such as CPU,
memory, 10, response time etc. are monitored as detailed

below.
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Monitoring indicators of trusted cloud services

Trust attributes Monitoring data
Ii: current network bandwidth
Ia: current CPU utilization rate
resource service attributes I3: memory utilization rate
(dynamic values) I4: hard disk utilization rate
I5: average response time
lg: average task success ratio

— —_— DAPM
T 5 [Azent Directory | [ Agent Naming
feEl s Sarvice Service
Monitoring data [*— ¥ - =
and Feedback Agent Life Agent Logznz
) \_ Cyele Service \__ Service

[ Cloud Service Connection and Adaptation (CSCA) W
E T
@ID, 7 I..I‘\]\Z)-.'.n-.'mnec'_'-.“_-.ic -\L;\ S -2
3 N > )R i)

4. RESULTS AND DISCUSSIONS

a) Enhanced and Hierarchical Feedback Mechanism

This Feedback mechanism is based on user rating. User
rating will be consolidated for every transaction after end of
service request. This will be used for future service request.

Hence poor service will be ignored.

A (Mon-registerad usars)

b) Accuracy Evaluation

Formula for evaluation error to reflect the system’s
accuracy is introduced. For a given cloud resource (service)
Ni, the Mean Absolute Percentage Error (MAPE) is defined
as:

MAPE = (> |%|} X 100/—n.

t=1

_ &
= (g |F¢+-1 1) x 100/?:.

where &t is the evaluation error in the t-th test, &t =

(Ft+1-Ft), Ft+1 is the actual value calculated by the trust
system in the (t+1)-th test, and Ft is the calculated value in
the t-th test. n refers to the total number of evaluation. The
value of MAPE is an indicator of accuracy in trust
evaluation. MAPE is verified to determine whether the

accuracy is within the acceptable control limits.
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Sliding time window mechanism is used to reflect the
dynamic nature of trust, which is one of the main features of
this work. Experimental results under different sizes of time
window At are observed. The experimental environment is a
more stable community environment, in which 80% of CUs
in the cloud market are HCUs, and 80% of CPs always
provides stable service. In this experiment, At is defined
with possible values ranging from 5 to 14. From the
experimental results in Fig, when the value of the parameter
At is less than 10, the values of MAPE are the lowest
compared with other values of At. When the value of
parameter At is higher than 10, the values of MAPE change
in a flat trend. From the experimental results in Figure,
higher values of At result in better performance in terms of
accuracy. However, in a cloud market with large-scale
transactions, a higher At may result in larger time and space
overhead. According to the results in Figure, it is suggested
to set At =10 as the compromising value for this parameter.

5. CONCLUSION

In the proposed system, broker is enabled as secured
gateway by deploying machine agent in it. This proves more
efficient methodology to avoid cost and resource usage of
machine agent deployed in many server instances.
Additionally this keeps application as security layer is
moved one step ahead. Along with this application resources
are also freed up as CPU and memory consumption of
application hosts will be wused only for application
execution. This methodology effectively segregates
application and security layer.
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